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Objective of this lecture

* Understanding the relation between EU data protection and EU
support of data processing through a discussion of the overlap
between the GPDR and the PSD2.



EU and data protection

A history dating back from 1977 (wish to support of European
‘informatics’).

» 1995, ‘Data Protection Directive’ (Directive 95/46/EC):

* the free movement of personal data:
* ... while protecting fundamental rights.

e 2000, proclamation of the EU Charter of Fundamental Rights.
* 2009, entry into force of the Lisbon Treaty.



EU and data policies

* Schengen Agreement of 1985

* Development of information exchange in the Area of Freedom,
Security and Justice (AFSJ)

* The EU Cybersecurity Strategy

* Building a European data economy as part of the Digital Single Market
strategy.



POLITICAL DECLARATION SETTING OUT THE FRAMEWORK FOR THE

| | | u St ra t i n g t h e FUTURE RELATIONSHIP l:]zz‘xﬁ::zl’;};izl;ROPEAN UNION AND THE
importance of data

1. The European Union, hereafter referred to as “the Union”, and the United Kingdom of Great

Britain and Northern Ireland, hereafter referred to as “the United Kingdom”, ("the Parties”)
a I I a a have agreed this political declaration on their future relationship, on the basis that Article

50(2) of the Treaty on European Union (TEU) provides for the negotiation of an agreement

setting out the arrangements for the withdrawal of a departing Member State, taking

L] L]
account of the framework for its future relationship with the Union. In that context, this
p r O e C I O I I | | I declaration accompanies the Withdrawal Agreement that has been endorsed by the Parties,

subject to ratification.

L] L]
2. The Union and United Kingdom are determined to work together to safeguard the rules-
I I I I | I g ‘ a S based international order, the rule of law and promotion of democracy, and high standards
of free and fair trade and workers’ rights, consumer and environmental protection, and

cooperation against internal and external threats to their values and interests.

| U s e 3. In that spirit, this declaration establishes the parameters of an ambitious, broad, deep and
flexible partnership across trade and economic cooperation, law enforcement and criminal

justice, foreign policy, security and defence and wider areas of cooperation. Where the
Parties consider it to be in their mutual interest during the negotiations, the future
relationship may encompass areas of cooperation beyond those described in this political
declaration. This relationship will be rooted in the values and interests that the Union and
the United Kingdom share. These arise from their geography, history and ideals anchored in
their common European heritage. The Union and the United Kingdom agree that prosperity
and security are enhanced by embracing free and fair trade, defending individual rights and
the rule of law, protecting workers, consumers and the environment, and standing together

against threats to rights and values from without or within.

4. The future relationship will be based on a balance of rights and obligations, taking into
account the principles of each Party. This balance must ensure the autonomy of the Union’s
decision making and be consistent with the Union’s principles, in particular with respect to
the integrity of the Single Market and the Customs Union and the indivisibility of the four
freedoms. It must also ensure the sovereignty of the United Kingdom and the protection of
its internal market, while respecting the result of the 2016 referendum including with
regard to the development of its independent trade policy and the ending of free movement
of people between the Union and the United Kingdom.




PART I: INITIAL PROVISIONS

10.

I. BASIS FOR COOPERATION

A. Core values and rights

The Parties agree that the future relationship should be underpinned by shared values such
as the respect for and safeguarding of human rights and fundamental freedoms, democratic
principles, the rule of law and support for non-proliferation. The Parties agree that these
values are an essential prerequisite for the cooperation envisaged in this framework. The

Parties also reaffirm their commitment to promoting effective multilateralism.

The future relationship should incorporate the United Kingdom's continued commitment to
respect the framework of the European Convention on Human Rights (ECHR), while the
Union and its Member States will remain bound by the Charter of Fundamental Rights of

the European Union, which reaffirms the rights as they result in particular from the ECHR.

B. Data protection

In view of the importance of data flows and exchanges across the future relationship, the
Parties are committed to ensuring a high level of personal data protection to facilitate such

flows between them.

The Union's data protection rules provide for a framework allowing the European
Commission to recognise a third country’s data protection standards as providing an
adequate level of protection, thereby facilitating transfers of personal data to that third
country. On the basis of this framework, the European Commission will start the
assessments with respect to the United Kingdom as soon as possible after the United
Kingdom's withdrawal, endeavouring to adopt decisions by the end of 2020, if the
applicable conditions are met. Noting that the United Kingdom will be establishing its own
international transfer regime, the United Kingdom will in the same timeframe take steps to
ensure the comparable facilitation of transfers of personal data to the Union, if the
applicable conditions are met. The future relationship will not affect the Parties' autonomy

over their respective personal data protection rules.

In this context, the Parties should also make arrangements for appropriate cooperation

between regulators.



EU Charter of Fundamental Rights of the EU

Article 8 — Protection of personal data

1. Everyone has the right to the protection of personal data concerning him or her.

2. Such data must be processed fairly for specified purposes and on the basis of
the consent of the person concerned or some other legitimate basis laid down
by law. Everyone has the right of access to data which has been collected
concerning him or her, and the right to have it rectified.

1. Compliance with these rules shall be subject to control by an independent
authority.



3 key points about Art. 8 of the EU Charter

* It is unprecedented at EU level.

* It is not about forbidding the processing of personal data, but about
allowing it under certain conditions.

* It does not condition the processing of personal data to the consent
of the individual.



Judgment of the Court of Justice of the EU of 21 December 2016
Tele2 Sverige AB v Post-och telestyrelsen, and Secretary of State
for the Home Department v Tom Watson and Others, Joined
Cases C-203/15 and C-698/15

e para. 129: ... It should be added, finally, that Article 8 of the Charter
concerns a fundamental right which is distinct from that enshrined in
Article 7 of the Charter and which has no equivalent in the ECHR.”



EU data protection
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EU Charter of Fundamental Rights of the EU

Article 8 — Protection of personal data

1. Everyone has the right to the protection of personal data concerning him or her.

2. Such data must be processed fairly for specified purposes and on the basis of
the consent of the person concerned or some other legitimate basis laid down
by law. Everyone has the right of access to data which has been collected
concerning him or her, and the right to have it rectified.

1. Compliance with these rules shall be subject to control by an independent
authority.



General Data Protection Regulation (GDPR)

* Regulation (EU) 2016/679 of the European Parliament and of the
Council of 27 April 2016 on the protection of natural persons with
regard to the processing of personal data and on the free movement
of such data, and repealing Directive 95/46/EC.

* Applicable since 25 May 2018.

* Objectives:

* Protects fundamental rights and freedoms of natural persons and in particular
their right to the protection of personal data.

» Establishes that the free movement of personal data within the EU shall be
neither restricted nor prohibited for reasons connected with the protection of
natural persons with regard to the processing of personal data.



Revised Payment Services Directive (PSD2)

* Directive (EU) 2015/2366 of the European Parliament and of the
Council of 25 November 2015 on payment services in the internal
market, amending Directives 2002/65/EC, 2009/110/EC and
2013/36/EU and Regulation (EU) No 1093/2010, and repealing
Directive 2007/64/EC.

* Should have been implemented by 13 January 2018.
* Applies to payment services provided within the EU (Art. 2(1)).
* A key concern: to open up transactions to ‘fintech’ actors.



Coordination between PSD2 and GDPR

Recital (89) PSD2: Provision of payment services by the payment services
providers may entail processing of personal data. Directive 95/46/EC of the
European Parliament and of the Council, the national rules which transpose
Directive 95/46/EC and Regulation (EC) No 45/2001 of the European
Parliament and of the Council are applicable to the processing of personal
data for the purposes of this Directive. In particular, where personal data is
processed for the purposes of this Directive, the precise purpose should be
specified, the relevant legal basis referred to, the relevant security
requirements laid down in Directive 95/46/EC complied with, and the
principles of necessity, proportionality, purpose limitation and proportionate
data retention period respected. Also, data protection by design and data
protection by default should be embedded in all data processing systems
developed and used within the framework of this Directive.



In general... risk of confusion?
The case of ‘sensitive’ data
* GDPR:

* Recital (10): ... the processing of special categories of personal data (‘sensitive
data’)’.

* Processing of personal data revealing racial or ethnic origin, political opinions,
religious or philosophical beliefs, or trade union membership, and the processing of
genetic data, biometric data for the purpose of uniquely identifying a natural person,
data concerning health or data concerning a natural person's sex life or sexual
orientation shall be [in principle] prohibited.

e PSD2:

* Art. 4(32): ‘sensitive payment data’ means data, including personalised security
credentials which can be used to carry out fraud. For the activities of payment
initiation service providers and account information service providers, the name of
the account owner and the account number do not constitute sensitive payment data.



PSD2

Article 94 - Data protection

1. Member States shall permit processing of personal data by payment
systems and payment service providers when necessary to safeguard the
prevention, investigation and detection of payment fraud. The provision of
information to individuals about the processing of personal data and the
processing of such personal data and any other processing of personal data
for the purposes of this Directive shall be carried out in accordance with
Directive 95/46/EC, the national rules which transpose Directive 95/46/EC
and with Regulation (EC) No 45/2001.

2. Payment service providers shall only access, process and retain personal
data necessary for the provision of their payment services, with the explicit
consent of the payment service user.



GDPR - A variety of grounds for processing
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GDPR — Definition of consent (Art. 4)
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GDPR — Strong requirements for consent
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GDPR —'Compatible’ further processing
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GDPR —The ground for processing matters
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Ssumming up... It is work in progress

* National implementation of PSD2 is ongoing.
 GDPR is being applied, the EC plans “a report” for May 2019.
* Many open questions.
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Data protection & payments in a
numanitarian context

* The ‘datafication’ of humanitarian aid:
* In the context of... the datafication of everything
* The ‘evidence’ / forensic turn in humanitarian aid (Eyal Weizman).

* The ‘Big Datification” of humanitarian aid:
e The Big Data humanitarian ecosystem (Linnet Taylor)
* Big Data, (data) science and the ethics turn in (Big) data policies.






Picture from http://blog.bio-lingo.com/blogs/index.php/are-drones-the-new-telemedicine






Meanwhile, the privacy and data protection
community...

37" international Corference of Data Pratection and Privacy
Commissionors

Amsterdam, 27 Oclober 2015
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Free download

https://shop.icrc.org/handbook-on-data-protection-in-
humanitarian-action.html
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https://shop.icrc.org/handbook-on-data-protection-in-humanitarian-action.html
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Increased interest in humanitarian aid through
cash transfers... notably digital transfers
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Data protection in humanitarian action

* Challenges:

 a variety of actors (some enjoy privileges and immunities under international
law, others not);

* a variety of scenarios;
 a variety of legal frameworks.

* International perspective... with a European focus?

* Thinking beyond consent... through ‘(local)’ communities?



Concluding remarks

* The overlap between GDPR and PSD?2 is ‘technically’ a challenge.
* It also demonstrates the multiplicity of interests in data access, and

’

the difficulty (illusion) of balancing them through ‘individual consent’.

 Certainly to be continued, also in light of e-Evidence debates (cross-
border access to electronic evidence in criminal investigations).



Thank you!

gloria.gonzalez.fuster@vub.be
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